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THOA THUAN SU DUNG
PHAN MEM CHU KY SO TU XA - MISA ESIGN

Pay 1a Théa thuan phéap ly gitta Khach hang véi Cong ty Cé phan MISA (“MISA”), quy dinh c4c
diéu khoan trong viéc Khach hang sir dung Phan mém-chir ky sé tir xa - MISA eSign (“Théa
thuan”).

Théa thuan nay la Hop déng dich vu thé hién sw dong y tién hanh giao dich dwéi hinh thirc giao
dich dién tir gitra hai Bén cia Théa thuan. Bing cach tich chon vao 6 “Toi dong y véi Thoéa thuan
sir dung phin mém” trén Théa thuin, Khach hang dong y rang cac didu khoan nay sé dwoc 4p
dung néu Khach hang lwa chon truy cap hoic sir dung phan mém va thao tac tich chon c¢6 nghia 1a
hai Bén da déng y véi moi diéu khoan cia Théa thuan nay va dwoe xem nhw hai Bén da ky két
Théa thuan.

Pi¢u 1:  Pinh nghia, thuit ngir

1.1/ 'Phin mém Chir ky sb tir xa - MISA eSign (goi tit la phin mém hogc phan mém MISA
eSign): La phan mem chang thuc chix ky so cong cong duoc cung cap boi MISA, déap ing cac
nghiép vu Ky s6 dugc mo ta tai website https://esign.misa.vn.

1.2 Quyeén sir dung phan mém: La quyen truy cap va khai thac cac tinh ning ctia phan mém cho
Muc dich phu hop véi cde quy dinh cua phap luat Vit Nam va chi trong pham vi-cho phép cua
Thoa thuan nay (khéng bao gom viéc duoc chuyén giao, chuyén nhugng cho bén thi ba bat ky).

1.3~ Khéch hang: La cac To chic hoge C4 nhan thudc to chuc hode C4 nhan ¢ dang ky sir dung phan
mém MISA eSign va dong y véi cac dieu khoan cua Thoa thuan nay, bat ke viéc ca nhan hoac to
chtrc d6 ¢o Kich hoat phan mém trén thyc té hay khéng.

14 ~ Nguoi ky: La Khach hang hodc/va nguoi dung cua Khach hang ding khoa bi mat cua Khach
hang d€ ky s6 vao mot thong diép di licu (ho so, van ban, chung tir, thu tuc,...) dudi tén cua
Khach hang.

15\ Nguoi nhdn: Lato chic, cd nhan nhan duoc thong diép di liéu dugc ky s6 boi nguoi ky, st dung
chimg thu so cua nguoi ky do dé kiem-tra chir ky so trong thong diép dir liéu nhan dugc.

1.6 Khoéa: La mot chudi cac s nhi phan (0 va 1) dung trong cac hé thong mat ma.

1.7 Hé théng mat ma khéng doi xing: La hé thdng mat ma c6 kha niang tao duoc cap khéa bao gom
khoa bi mat va khoa cong khai.

1.8 Khoa bi mat: La mot khoa trong cap khoa thuge hé théng mat ma khong ddi ximg, duoc ding dé
tao chir ky so.

1.9  Khoa cong khai: La mot khéa trong cap khoa thuoe hé thong mat ma khong ddi ximg, dugc sir
dung dé kiém tra chir ky so duoc tao boi khoa bi mat twong tng-trong cap khoa.

1.10 Ky sé: La viéc dua khoa bi mat vao mot chuong trinh phan mém dé tu dong tao va gin chi ky sé
vao thong diép dir ligu.

111 Chir ky s6: la mot dang chix ky dién tir duoc tao ra bang su bién doi mot thong diép di ligu sir
dung h¢ thong mét ma khong doi xtng, theo do, ngudi c6 dugc thong digp dir li¢u ban dau va
khoa cong khai cua nguoi ky co thé xac dinh dugc chinh xac:
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a. Viéc bién d6i néu trén duogc tao ra bang dang khoa bi mat twong tng véi khoa cong khai
trong cung mot cap khda.

b. Su toan ven noi dung cua thong diép dir liéu ké tir khi thuc hién viéc bién doi néu trén.

Ching thu s6: La mot dang chung thu dién tu do t6 chuc cung cap dich vu ching thyc chix ky
s6 cap nham cung cap thong tin dinh danh cho khoa cong khai ciia mot co quan, t chuc, c& nhan,
tir d6 x4c nhén co quan, td chirc, ¢& nhan 13 nguoi ky chir ky s bing viéc sir dung khéa bi mat
tuong ung.

Chiing thwr s6 c6 higu lyc (hay con gei 1a phan mém MISA eSign ¢6 hiéu luc): La phan mém
MISA eSign-con Thoi gian st dung, khéng bi thu hoi.

Tai khodn truy cap phan mém: La tai khoan dé truy cap vao phan mém va c6 toan quyén sir
dung céc tinh nang ciia phan mem MISA eSign.

Kich hoat phan mém: La thoi diém ma MISA da ban giao toan bo Tai khoan truy cap phan mém
MISA eSign cho Khach hang va Khach hang c6 thé truy cap vao phan mém dé sir dung theo dicu
khoan cua Thoa thuan nay.

Thai gian phan mém: La khoang thoi gian bat dau duoc tinh tir khi Kich hoat phan mém cho
dén khi Khach hang dé nghi Thu hoi phan mém hoiac MISA don phuong Thu hdi phan mém vi
Khéch hang vi pham diéu khoan caa Thoa thuan nay hoac vi Iy do khac theo diéu khoan cua Thoa
thuan nay hoac thoi diém Khéch hang khong con Quyen sur dung phan mém theo diéu khoan cua
Thoa thuan nay tuy diéu-kién nao dén truéc.

Gia han phan mém: La viéc MISA ting thém thoi han Quyén su dyng phan mém ciia Khach
hang theo G6i phi-phan mém ma Khach hang da thanh toan phi phan mem khi'yéu cau Gia han
phan mem.

Thu héi phan mém: La viéc thu hdi toan b Quyén st dyng phan mém va x6a bo hoan toan céc
dit lieu phat sinh ¢6 lién quan. Khach hang s& khong thé truy cap duoc vao phan mem dé st dung
hay T4y lai bat ké dit liéu da phat sinh trude do.

Phi phan mém: La gia phan mém, Ia s6 tién ma Khach hang phai tra cho MISA dé sir dung va
duy tri phan mém trong mot khoang thoi gian, thuong dugc tinh theo don vi la thang hoac nam.

Tinh phi phan mém: La viéc tinh toan tong s tien ma Khach hang phai tra cho MISA sau khi
Kich hoat phan mém. Khéch hang phai tra phi phan mém cho MISA bt ké viéc Khach hang c6
sir dung hay khdng sir dung phan mém.

Quyen sé hiru tri tug: La quyén so hitu, quyen tac gia ddi V6i cac sang ché, nhén hiéu, nhan hiéu
phan mém, logo, tén thuong mai, tén mién internet, ban quyen (bao gom cac quyén doi voi phan
mem) va cac quyen nhan than d6i véi ma ngu<>n phan mém, quyén dol Véi co so dir ligu, quyen
dbi vai thiét ké bé tri mach tich hop ban dan, giai phap hitu ich, quyén trong thiét ké, kiéu dang,
phat minh, bi mat kinh doanh va quyén s& hitu tri tué kKhac trong mdi truong hop cu thé da duoc
dang ky hay khong, va tat ca cAc quyen va hinh thuc bao ho c6 hiéu luc tuong tu hoic twong
duong tai bat ky dia diém nao trén thé gigi, bao gom ca cac dang ky va don dang ky.

Ban quyén phan mém MISA eSign: La bat ky quyén nao trong cac Quyén sé hitu tri tué cua
phan mém MISA eSign.

Pai ly co tham quyen Co6 nghia la bat ky t6 chuc hodc ca nhan dwoc MISA cho phép chao bén,

cung cap, thu phi d6i véi phan mém MISA eSign phu hop theo quy dinh cua phap luat Viét Nam
tai tirng thoi diém.
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Hé thong: Bao gom hé thong (cac) méy chu dit tai Trung tam dit ligu cua MISA hoac Trung tam
dfr‘liéu cua bén tha ba bat ky theo chi dinh cia MISA, duogc cai dat cac phan mém hé thong va
phan mém MISA eSign.

Thong tin phai sinh: La cac thong tin dwgc tong hop, suy luan tir cac thong tin gbc do Khach
hang tao ra trong phan mém MISA eSign. Vi du: Thong tin phai sinh tir phan mém MISA eSign
c6 thé 1a B4o céo vé tinh hinh sir dung chir ky sé cia nganh, thdng ké cac phan mém sir dung chi
ky s6 nganh. .. hodc cac thdng tin c6 tinh chét tuong tu.

Piéu 2: Phan mém Chirky sé tir xa - MISA eSign: Phan mém va dich vu kich hoat phin mém

2.1

2.2

2.3

2.4

Phan mém MISA eSign

a. MISA chiu trach nhiém cung cap Chimg thu s6 cho Khach hang dé sir dung phan mém MISA
eSign cua MISA theo céc tinh ndng san ¢6 dwoc mo ta trén website https://esign.misa.vn, sau
khi kiém tra cac noi dung sau:

-~ Théng tin trong hd so dé nghi cip ching thu s6 caa Khach hang la chinh xac.

- Khéa cong khai trén chimg thu s6 s& dugc cAp la duy nhat va cung cap khoa véi khoa bi
mat caa Khach hang dé nghi cap chung thu so.

b. MISA chi cap chimg thu sb cho ngudi dé nghi cap va dam bao ching thu s6 c6 day du théng
tin theo quy dinh.

Kich hoat phan mém MISA eSign
Thoi diém kich hoat phan mém la thoi diém MISA cap chimg thu s6 cho Khéch hang, va
dugc xem nhu 1a thot diem MISA da hoan thanh nghia vu ban giao phan mém-MISA eSign
cho Khach hang.

Tai khodan truy cdp phan mém

a.  Viéc xac thuc Tai khoan truy cap phan mém MISA eSign s& dugc tién hanh thong qua email
hoac/va so dién thoai cia Khach hang.

b. " Khach hang c6 tréch nhiém khai bao day du va chinh xac théng tin ciia nguoi dung vao phan
mem MISA eSign.

c..Khach hang phai chiu trach nhiém bao mét thong tin tai khoan va mét khau truy cap phé,n
mem. Khach hang tu chiu trach nhiém ve moi thiét hai do Khach hang vo tinh hoac co y tiet
16 tai khoan va mat khau truy cap dan den that thoat, mat mat hoac pha huy thdng tin gay
thiét hai cho hai Bén lién quan.

Thay doi cap khoa cho Khach hang

Trong trudng hop Khéach hang ¢ nhu cau thay doi cip khda, Khach hang can giri don dé nghi

thay doi cap khoa cho MISA. Viéc tao khoa va cong bo ching thu so vai khoa cong khai mai

thuc hién theo cac quy dinh caa phap luat.

Piéu 3: Phan mém Chir ky sé tir xa - MISA eSign: Phi phan mém va chi phi kich hoat phan mém

3.1

3.2

MISA eSign

Chi phi Kich hoat phin mém MISA eSign duoc cong bd tryc tiép trén trén website
https://esign.misa.vn. Chi phi nay chi tinh mot lan tai thoi diém MISA Kich hoat phan mém.

Phi phan mém MISA eSign duoc tinh theo nim va dugc cong bd truc tiép trén trén website
https://esign.misa.vn, viéc tinh phi s& bat dau tir khi Kich hoat phan mém va chi dung lai khi
3
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Khach hang thdng bao Thu hdi phan mém bang vin ban cho MISA hoic MISA don phuong Thu
hoi phan mém vi Khach hang khong thuc hién viée thanh toan phi.

3.3 MISA khong chiu trach nhiém hoan lai phi phan mém va chi phi Kich hoat phdn mém ma Khach
hang da thanh toan cho MISA trong bét cir trudng hop niao ngoai trir MISA thay yéu cau 1a hop
ly.

3.4  Hang niam, MISA c6 quyén diéu chinh mirc phi Kich hoat phan mém hodc/va phi phan mém
MISA eSign theo gia thi-truong va cong bd truc tiép trén website https://esign.misa.vn. Truong
hop Khach hang da thanh toan truée phi phan mém MISA eSign cho nhiéu nam thi phi phan mém
MISA eSign hang nim s& khong thay doi trong sut thoi han phdn mém ma Khéach hang da thanh
toan.

Diéu 4: Phwong thic va thoi han thanh toan

41  Phwong thirc thanh toér]: Khach hang chiu trach nhiém thanh toan cho MISA hodc cac dai ly c6
tham quyen cua MISA bang chuyén khoan hoge thanh toan truc tuyén thong qua ngén hang hodc
doi tac thanh toan thir ba.

4.2 ~ Thei hgn thanh toan:
a. . Khéch hang chiu trach nhiém thanh toan toan bo chi phi Kich hoat phan mém, phi phan mém
theo goi da dang ky cho MISA ngay khi dang ky phan mem MISA eSign.

b.  Khach hang chiu trach nhiém thanh toan choMISA phi phin mém theo g6i cia cac nim tiép
theo phai dugc thuc hién cham nhét 12 30 ngay ke tr ngay Khach hang nhéan duoc thong bao
ciia MISA vé viéc dong phi va mic phi phin mém can dong theo goi cho nam tiép theo.

Piéu 5: Phan mém Chir ky sé tir xa - MISA eSign: Gia han phan mém MISA eSign

5.1 Theo quy dinh cua phap luat, cham nhat 30 ngay trudc ngay hét han phan mém MISA eSign,
Khéch hang o quyén yéu cau gia han phan meém MISA eSignvai MISA bang tinh nang Gia han
phan mém trén phan mem MISA eSign dé tiép tuc sir dung phan mém MISA eSign. Thoi diém
gia han 13 thoi diém tinh tr ngay hét han cta ky phan mém MISA eSign lién ké trude do.

5.2 Khinhan duge yéu cau gia han cla Khach hang, MISA ¢6 nghia vu hoan thanh cac thu tuc gia
han phan mém MISA eSign trude khi phan mém MISA eSign het hiéu luc.

5.3 ' Truong hop thay d6i khéa cong khai trén phan mém MISA eSign duoc gia han, Khach hang phai
yéu cau 13; viéc tao khoa, phan phdi khoa va cong bd ching thu sé dugc gia han thyuc hién theo
cac quy dinh cua phap luat.

Piéu 6: Thu hdi phan mém MISA eSign
6.1 MISA c6 quyén Thu hdi phan mém MISA eSign cua Khach hang trong nhitng truong hop sau:
a.  Khi Khach hang dé nghi Thu hdi phan mém bang vin ban va yéu caunay da duoc MISA xac
minh la chinh xac;
b.  Khi Khéach hang I3 c4 nhan da chét hodic mat tich theo tuyén bd cua toa an hodc Khach hang
1a t6 chirc gidi thé hodc pha san theo quy dinh cua phép luat;
c. Khi co yéu cau cua Co quan tién hanh té tung, Co quan cong an hodc B Thong tin va Truyén
théng;
d. Khi thong tin trong ching thu s6 khac v6i thong tin ctia phin mém da duoc MISA thuc hién
tham dinh véi Khach hang;
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Khi Khach hang vi pham mot trong cac diéu khoan ctia Thoa thuén.

6.2 Khico can cir Thu hoi phan mém MISA eSign theo quy dinh tai Khoan 6.1 Diéu nay, MISA phai
Thu hoi phan mém M ISA eSign, dong thoi, thong bao ngay cho Khach hang va cong bd trén co
s¢ dir lidu vé chimg thu sé viée thu hoi.

6.3 Cac Dlleu 12, 13, 14, 17 va cac Khoan 19.1, 19.3,19.4,195va ;9.6 gnia Qiéu 19 cta Thoa thuan
ndy ti€p tuc ¢ hi€u lyc sau khi xdy ra bat ky truong hop Thu hoi phan mém nao theo Khoan 6.1
bicu nay.

Diéu 7:

Quyén va nghia vu cia Khach hang

7.1 Quyén ciia Khdch héng:

a.

Khach hang c6 quyén sir dung phan mém MISA eSign dé thuc hién ky s trén cac van ban/ho
so/hop ddng... phuc vu cbng viéc cua minh va c6 quyén tai vé ciac van ban/hd so/hop
ddng...ma minh di ky trong subt Thoi gian phan mém duoc Kich hoat cho dén khi MISA
Thu héi phan mém.

Khéch hang ¢6 quyén yéu cau MISA Thu hoi lai phén‘mém MISA eSign da cip theo quy
dinh tai Thoa thuan nay va tu chiu trach nhiém vé yéu cau do.

7.2  Nghia vu ciia Khdach hang:

a.
b.

Thanh toan cho MISA déy du, dung han phi phan mém theo quy dinh ctia Thoa thuan nay.

Chiu trach nhiém cung cip trung thuc, chinh xéc cac thong tin ¢6 lién quan dén phan mém
MISA eSign, xuat trinh day du ho so phuc vu cho viée cap phan mém MISA eSign cho MISA,
va ty chiu trach nhiém trude phap luat va boi thuong thiét hai xay ra néu vi pham quy dinh
nay. Khach hang can cung cap ho so dé duoc cap ching thu sé cho MISA theo yéu cau cia
MISA va quy dinh ctia phap lut bao gdm nhung khong giéi han:

- Ddi véi To chuc:
+ Don cap chimg thur s6 danh cho T6 chire theo mau clia MISA.

+  Quyét dinh thanh 1ap hogc quyet dinh quy dinh vé chic nang, nhiém vu, quyén
han, co céu t6 chirc hoic giay ching nhan dang ky doanh nghiép hodc gidy chung
nhén dau tu.

+ Ching minh nhan dan, hodc can cudc cong dan hodc hd chicu ciia nguoi dai dién
theo phap luat cua to6 chire.

- Pdi vai Cé nhan trong to chic:
+  Pon cap chimg thu sé danh cho Ca nhan trong t6 chirc theo mau cuia MISA.

+  Van ban xac nhan chirc danh cuia nguoi ¢6 tham quyén cua co quan, to chirc (nguoi
duogc cap ching thu s6).

+ Ching minh nhén dan, hodc can cude cong dan hoac ho chiéu ctia ngudi c6 tham
quyén cta co quan, t6 chtc (ngudi duoc cap ching thu sd).

- Dbivési Canhan:

+  Pon cap chimg thu sé danh cho Ca nhan theo mau cuia MISA.
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+ Churng minh nhan dan, hoac can cudc cong dan hodc ho chiéu ctia Ca nhan.

Khéach hang c6 quyén Iya chon ndp hd so theo cac hinh thirc: ban sao tir sd gdc, ban sao cd
ching thuc hoac ndp ban sao xuat trinh kém ban chinh dé doi chicu.

c. Ddng ¥ véi viec MISA tién hanh thdm dinh hd so qua cudc goi ¢ ghi 4m, ghi hinh va luu két
qua tham dinh vao hé thong ciia MISA.

d. Khach hang chju trach nhiém ding nhap vao hé thong dé kiém tra thoi han sir dung theo thong
tin truy cap do MISA g thong bao qua email hoac/va dién thoai.

€. Chiu trach nhiém thong bao kip thoi cho MISA cac thay d6i, bo sung lién quan dén cac thong
tin trén phan mém MISA eSign da cap va thuc hién thi tuc thay d6i thong tin phan mém
MISA eSign theo quy dinh phap luat.

f. Chiu trach nhiém st dung khoa bi mat cia Khich hang mot cach an toan, bi mat trong sudt
thoi gian phan mém MISA eSign ¢6 hiéu luc.

g. - Thong b4o cho MISA bing moi cach trong vong 24 gid néu nghi ngd hay biét rang tai khoan
truy cap phan mém da bi mat/16/str dung trai phép, theo thong tin lién hé duoc dat tai website
https://www.misa.vn/lien-he va dam bao thong tin da dugc ngudi ¢d trach nhiém cua MISA
xac nhan la da nhan duoc thong tin.

h. = Khi sur dung phan mém MISA eSign voi-muc dich giao dich, Khach hang dugc coi 1a da cam
két vo1 Nguoi nhan rang Khach hang la nguoi nam gitr hop phap khoa bi mat twong ng voi
khoa cong khai trén ching thu s0 va nhitng thong tin trén chimg thu so lién quan dén Khach
hang la ding su that, dong thot phai thuc hién eac nghia vu lién quan dén Ching thu s6 do.

i. Pongydé MISA cong khai thong tin vé Chimg thu s6 ctia Khach hang trén co so dir liéu vé
chung thu s6 cua MISA theo quy dinh cta phap luat.

.- Trudc khi thuc hi’én ky sé, Khach hang cé trach nhiém thuc hi¢n quy trinh kiém tra trang thai
ctua Ching thu so theo quy dinh clia phap luat.

K. Hoan toan chiu trécl~1 nhiém trude phap luat vé muc dich su dung Ching thu sb cling nhu moi
thiét hai xdy ra do 161 Khéach hang trong viéc st dung/quan ly khoa bi mat.

l. Cungcép khoa bi mat va nhiing thong tin cén,thiét cho cdc co quan tién hanh t6 tung, co quan
an ninh dé phuc vu viéc dam bdo an ninh quoc gia hodc diéu tra toi pham theo quy dinh cta
phap luat

m. Khach hang khong duoc phép st dung phan mém MISA eSign bao gom nhung khong gici
han bai viéc cap nhat dir liéu, gui email, viet bai hoac truyen tai dir liéu véi muc dich sau:

- Lam ton hai, lam phién cho nguoi khéc hoac gay ra thuong ton dén con nguoi va tai san.

- Lién quan dén viéc cong b cac thdng tin hozc tai liéu lira d4o, gay mat uy tin danh dy,
quay rdi hoac mang tinh khiéu dam.

- Xam pham cac quyén riéng tu hodc ky thi chung toc, ton gi4o, gidi tinh, nguoi tan tat;
- Xam pham Quyén s¢ hitu tri tué hodc cac quyén so hitu khéc.

- Cantro hoac pha hong phan mém (bao gom nhung khong gisi han bai viéc truy cap phan
mém thdng qua bét ci phuong tién may méc, phan mém).
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- Phyc vu cho céc t6 chirc khing b Viét Nam hoac khung bé quéc té hoac cho cac to chirc
thudc cac quoc gia bi nugc My cam van.
- Vipham quy dinh cta phép luat.

Khach hang chiu trach nhiém chuén bj ddy du thiét bi, nhan luc va duong truyén theo ding
khuyén cao cua MISA ghi trong phan mém d¢€ t6 chirc khai thac, van hanh h¢ thong phan
mém.

Khéch hang chiu trach nhiém t@ép nhan, su dung phan mém dung theo hudng dan va khuyén
cao st dyng ctia MISA cong bo trong phan mém MISA eSign.

Thuc hién cac quyén va nghia vu khéac theo quy dinh tai Thoa thuan nay.

Quyén va nghia vu cia MISA

Quyén ciia MISA

a.
b.

Thu phi Kich hoat phan mém, phi phan mém theo quy dinh cua Thoa thuan nay.

Pon phuwong Thu hoi phan mém hozc Chim dit Thoa thuan néu Khach hang vi pham céc
nghia vu ctia Thoéa thuan nay.

Khong chiu trach nhi¢m duy tri viéc luu trix cac dit ligu gom: van ban/ho so/hop dong;...ma
Khéch hang da ky bang phan mém MISA eSign trén Trung tam dix liéu cua MISA va khdng
chiu trach nhiém vai bat ky sai sot, mat mat vé di liéu trén.

Duoc quyén xir Iy va truyén tai dix ligu cua Khach hang trong sudt qué trinh Khach hang st
dung phan mém MISA eSign.

Bugc quyén cung cap thong tin ciia Khach hang cho co quan nha nude trong cac truong hop:

- Thong tin nham phuc vu cong tac dam bao an ninh thong tin, diéu tra phong chéng toi
pham theo dung trinh tu, thu tuc phap luat ve t6 tung quy dinh.

- Trong truong hop khan cap do phap luat vé tinh trang khan cap quy dinh hoac dé dam
bao an ninh quéc gia, t6 chic cung cap phan mém ching thuc chir ky s6 cong cong phai
thuc hién moi nghia vu hd tro can thiét theo y8u cau cia co quan nha nudc ¢ tham
quyeén.

Puoc quyén sir dung Thong tin phai sinh tir mot phan hoic toan bo thdng tin do Khéach hang
tao ra khi sir dung phan mém MISA eSign cua MISA dé phuc vu cho cac myc dich nghién
ctru cai tién phan mém, thi trudng, théi quen tiéu dung va cac muc dich khac ¢6 thé mang lai
loi nhuan hodc khdng mang lai loi nhuan. MISA cam két cac thdng tin phai sinh nay khong
chtra dung bat ké théng tin cu thé nao vé lién hé (tén, sb dién thoai), cac giao dich cu thé hoic
cac bi mat san xuét kinh doanh.

Trach nhiém cua MISA

a.

Cung cap phan mén} MISA eSign cho Khach hang dé dam bao Khach hang co6 thé thuc hi¢n
cac nghiép vu ky so theo diing mé ta trong tai liéu huéng dan str dung duoc dat trén phan
mém MISA eSign.

DPam bao an toan trong sudt qua trinh tao, ban giao phan mém MISA eSign cho Khach hang.

Cong bd chimg thu s6 cap cho Khach hang sau khi Khach hang xac nhén tinh chinh xac cta
cac thong tin trén ching thu so.
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Ban giao Quyén sir dung phan mém MISA eSign cho Khéch hang sau khi Khéch hang hoan
thanh trach nhiém xac thuc tinh chinh x4c va trung thuc cua cac thong tin trén phin mém
MISA eSign cho MISA.

DPam bao viéc sir dung phan mém MISA eSign va kiém tra trang thai phan mém MISA esign
ctia Khach hang 1 lién tuc, khong bi gian doan trong sut thoi gian hiéu lyc ctia phan mém
MISA eSign.

Giai quyét cac rii ro va boi thuong cho Khach hang khi:
- Thiéthai xay ra la hau qua cia viéc MISA dua lén phan mém MISA eSign nhitng thong
tin khéng chinh x4c so vai nhimg thong tin do Khach hang da cung cap.
=" Thiét hai xay ra 12 hau qua caa viéc MISA dé 16 thdng tin cua phan mém ma Khach
hang c6 nghia vy luu trir bi mat.

Mirc boi thuong khong vuot qua 8% gi tri phi phan mém MISA eSign ma Khach hang da
dang ky str dung.

bam bao an toan thong tin riéng, thong tin ca nhan va thiét bi luu trir phan mém MISA eSign
cho Khach hang theo quy dinh cua phap luat vé an toan thong tin va phap luat khac co lién
quan.

Dam bao kénh tiép nhan thong tin hd trg phan mém MISA eSign hoat dong 24/7 dugc cong
bo trén website http://esign.misa.vn.

Truong hop phat hién thay dau hiéu khoa bi mat ctia Khach hang bi 16, khéng con toan ven
hoac bat ctr sy sai s6t nao anh huong dén Khach hang thi MISA phai thdng bao cho Khach
hang dong thoi 4p dung nhimg bién phap ngan chin va khac phuc kip thoi, dong thoi khuyén
c4o Khach hang thay d6i cap khoa khi can thiét nham dam béo tinh tin cdy va an toan cao
nhat cho cap khoa.

Thue hién trach nhiém Bao Tri phan mém theo quy dinh ctia Thoa thuan nay.

Khi bi thu h01 gidy phép, MISA phai thong bao ngay cho Khach hang veé viéc ngimg cung
cap phan mém ctia minh va thong tin v& t6 chire tiép nhan co so dit lidu ctia minh dé dam bao
quyén loi str dung phan mém cua Khach hang.

. Trudc khi hét thoi han str dung phan mém MISA eSign, MISA c6 trach nhiém thong bao cho

Khéch hang dé Khach hang thuc hién cac tha tuc Gia han phan mém.

Sau khi hét thoi han sir dung phan mém MISA eSign ma Khach hang khong Gia han phan
mém cho MISA thi MISA sé& thong bao vé viée Thu hoi phan mém theo quy dinh tai Thoa
thuan nay.

Thuc hién cac quyén va nghia vu khac theo quy dinh tai Thoa thuan nay.

Tw van va hd tro Khach hang

MISA chiu trach nhiém cung cap phan mém tu vanhd tro cho Khéach hang trong suét qué trinh
st dung thong qua cac kénh ho trg dugc cong bo tai website http://esign.misa.vn.

Trudng hop c6 su thay d6i cac kénh hd trg Khach hang, MISA s& thyc hién cong bé trén website
https://esign.misa.vn va Khach hang co trach nhiém chu dong 1én website https://esign.misa.vn

dé cap nhat thdng tin va st dung phan mém tu van hd tro caa MISA.
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Cac phan mém tu van hd tro thdng qua hinh thire khac (nhu phan mém tu van hd tro tai cac dia
diém theo yéu cau cua Khach hang, phan mém tai dao tao hudng dan st dung cho Khéch hang)
s& duoc hai Bén thong nhat vé chi phi va phuong thirc cung cip bang vin ban b sung khi ¢ phat
sinh yéu cau.

Piéu 10: Bao hanh, bao tri Phan mém Chikr ky sé tir xa - MISA eSign

10.1

10.2

10.3

MISA chiu trach nhiém dam bao diéu kién k¥ thuat dé Khach hang co thé sur dung duoc phan
mem MISA eSign 24 glo/ngay va’7l ngay/tuan ngoai trur thoi gian bao tri, nang cap, khic phuc su
cb cho hé théng. Thoi gian ngung hé thdng dé bao tri hodc nang cap hodc sao luu s€ duge MISA
bao trudce lich thye hién cho Khach hang theo hinh thirc thong bao true tiép trén phan mém. Lich
bao tri hodc nang cip hodc sao luu s& thuc hién theo dinh ky hang ngay hodc hang tudn hodc hang
thang hodc hang nam va wu tién vao budi dém khi hé thdng it sir dung nhat.

MISA c6 trach nhiém tién hanh khic phuc su ¢b cua hé théng phan mém MISA eSign cham nhat
1208 gio lam viéc ké tir khi tiép nhan dugc yéu cau tir nguoi str dung cua Khach hang, trur truong
hop su ¢b khong phai do 16i cia MISA hodc su kién Bat kha khang.

Khach hang dong y chip nhan tat ca sy va 18, stra 16i, nang cap, bao tri can thiét dé cac tinh nang
cua phan mém hoat /dong chinh xdc va dam bao tinh bao mat ctia phan mém. Trir truong hop khan
cap hodc su kién Bat kha khang, MISA s€ thong béo trude tdi Khach hang lich trinh cta cac hoat
dong stra 161, nAng capnay.

Piéu 11: Trach nhiém xix ly swcé an ninh

111

11.2

11.3

Cac su ¢ an ninh bao gom nhung khong giéi han bai cac truong hop sau:

a. Bimat hoac thay doi dix liéu trén phan mém ma khong biét nguyén nhan.
b. Bi gian doan khéng st dung duoc phan mém.

c._Nghi ngo bi hacker tan cong.

Truong hop Khéach hang phét hién ra cac su ¢6 an ninh duoc néu tai Khoan 11.1 Biéu nay, bang
moi cach Khach hang co6 trach nhiém thong bao ngay lap tiac véi MISA theo thong tin lién hé
dugc dit tai website https://www.misa.vn/lien-he va dam bao théng tin da dwoc nguoi cé trach
nhiém cua MISA xac nhan la da nhan dugc théng tin.

Khi xay ra sy ¢6 an ninh thong tin lién quan dén phan mém MISA eSign ma MISA cung cap cho
Khach hang, MISA s& c6 trach nhiém té chirc didu tra dé xir Iy sy ¢6 va khoi phuc hoat dong cho
Khach hang. Trong qua trinh diéu tra va khic phuc sy ¢6, Khach hang c6 trach nhiém tham gia
néu MISA c6 thé yéu cau.

Piéu 12: Gi6i han trach nhiém phap ly va thwc hién phan mém

12.1

12.2

MISA khéng cam doan, tuyén bd, hodc bao dam rang viéc Khach hang sir dung phan mém MISA
eSign s& khong bi gian doan hoac khdng bi 16i, hoac phan mém MISA €Sign s& dap ung yéu cau
Khéch hang hoac tat ca cac 13i trén phan mém MISA eSign va/hoic tai liéu s& duoc stra hodc hé
thdng tong thé dam bao hoat dong cua phan mém MISA eSign (bao gém nhung khéng giGi han:
mang internet, cac mang truyén dan khac, mang noi b va cac thiét bi caa Khach hang) s& khong
c6 virus hodc khong co thanh phan gay hai.

MISA khong dam bao duéi bat ky hinh thac ndo, du rd rang hay ngam dinh vé cac diéu kién nhu
su thoéa mén vé chit luong, phi hop cho nhu ciu st dung dic thi hodc khong xam pham cac
quyén cua bén thar ba. phan mém MISA eSign dugc cung cép cho Khach hang duéi dang “theo
hién trang” va “c6 san” cho Khach hang sir dung. Khach hang sé chiu toan bo trach nhiém trong
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viéc xac dinh xem phan mém MISA eSign hoic thong tin duoc tao ra tir phan mém MISA eSign
1a dung dén va dap tmg day du cho muc dich sir dung cia Khach hang. Trong trudng hop vi bat
ky 1y do gi ma thong tin duoc tao ra tir phan mém MISA eSign din dén Khéach hang bi xir phat
hanh chinh hozc hinh sy thi Khach hang phai tu chiu tréch nhiém vé viéc vi pham caa minh.

Trong bat cu truong hop nao MISA déu khong chiju trach nhiém vé bat ky cac thiét hai nao truc
tiép, gian tiép, ngau nhién, dic biét, hau qua hoic mang tinh cht tring phat, bao gém nhung
khdng gidi han & cac thiét hai do mat doanh thu, loi nhuén, loi thé kinh doanh, ngirng viéc, mat
maét dir liéu do hau qua cua:

a. Viéc s dung hoac khong thé sir dung phan mém MISA eSign.

b. Bat ky cac thay doi nao duoc thuc hién dbi voi phan mém MISA eSign.

c. Truy cip khong duoc phép hoic bién doi cac dit liéu.

d.” Xoa, sai hong, hoic khong Iuu trir dit liéu co trén hozc théng qua phan mém MISA eSign.
e. Céc tuyén bd hay hanh vi cia bat ky bén thir ba nao d6i véi phan mém MISA eSign.

Trong truong hop san pham cua MISA c6 sir dung phan mém cua bén thir ba nhu thong tin dy
bao thoi tiét, chimng khoan, ti gi4,..., MISA cam két Khong tinh phi nhung khong dam bao vé tinh
dung sai cua cac thong tin trong cac ung dung/phan mem hoac néu bén thtr ba c6 cap nhat hé
théng ma dan dén mat sy 6n dinh hodc ngung tré phan'mém. Vi vay, nguoi ding phai ty can nhic
khi st dung cac phan mém nay.

MISA duoc mién trach nhiém thyc hién nghia vu duoc néu trong thoa thuan nay déi voi cac su
kién Bat kha khang ghi trong thoa thuan nay.

Piéu 13: Quyén sé hiru tri tué

13.1
13.2

13.3

13.4

MISA la chu sé hitu Ban quyén phan mém MISA eSign.

Khach hang dong y rang Ban quyén phan mém MISA eSign thudc s¢ hiru riéng caa MISA. Khéch
hang cam két khong xam pham Ban quyeén phan mém MISA eSign, Quyén so hiru tri tug, bi mat
kinh doanh ciia MISA dé tao ra cac tdc pham phai sinh hoic tiét 16 hodc cung cap cho bat ky bén
thir ba nao khéc voi bat ké phwong thirc hay muc dich nao khac ngoai trir duoc su dong y ré rang
bang van ban ciia MISA.

Khach hang dong y rang phan' mém MISA eSign, bao gom nhung khong gi6i han: giao dién nguoi
su dung, doan &m thanh, doan video, noi dung huong dan sir dung va phan mém dugc st dung aé
thuc hién phan mém MISA eSign thudc sé hitu riéng caa MISA duoc bao ho bai phap luat vé so
hitu tri tué va quyen tac gia. Khach hang dong y sé khong str dung cac thong tin hozc tai liéu thuoc
s& hitu riéng d6 theo bat cir cach thirc ndo ngoai trir cho muc dich sir dung phan mém MISA eSign
theo Thoa thuan nay. Khdng cd phan nao trong phan mém MISA eSign ¢6 thé duoc sao chép lai
dudi bat ky hinh thiic nao hozc bang bat cir phwong tién nao, trir khi duoec cho phép mot céach rd
rang theo cac diéu khoan nay.

Khéch hang cam két chiu céc hinh phat dan sy va hinh su, bao gdm ca viéc bdi thuong thiét hai
bang tien ap dung doi vaéi viéc xam pham Ban quyeén phan mém MISA eSign.

Piéu 14: Bao mat thong tin

141

MISA chiu trach nhiém thuc hién va duy tri cac bién phap béorvé va k¥ thuat dé bao vé cho tinh
bao mat va toan ven do6i vai dir liéu Khach hang. MISA cam két sé:
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a. Khong stra doi dir lieu Khach hang ma khdng c6 su ddng y cua Khach hang hoic khéng phai
vi muc dich khac phuc 16i hay su co.

b. Khong tiét 16 dir liéu Khach hang trir trudng hop phai tuan theo quy dinh caa phap luat hozic
duogc Khach hang cho phép.

c.  Khéng truy cap vao dir ligu va/hogc lam thay doi dir liéu cua Khéach hang trir truong hop khc
phuc 10i ky thuat hoac theo yéu-cau cua Khach-hang khi s dung phan mém ho tro.

MISA chiu trach nhi¢ém bao mat moi thong tin vé dir liéu cua Khach hang va khong dugc phép

tiét 16 cho bat ky bén thi ba nao khac ‘ngoai tru yéu cau cua Co quan c6 tham quyén cua Nha

nuéc. MISA khdng chiu trach’nhlc;m vé cac that thoat di liéu, bi mat thdng tin cia Khach hang

do Khéach hangv6 tinh hoac co y gay ra.

Khéch hang chiu trach nhiém xac dinh va xac thuc quyén cua tat ca nhimg nguoi ding truy nhap

vao dir ligu cua Khéch hang.

Khéch hang chiu trach nhi¢m dam bao bi mat théng tin tai khoan nguoi dung.

Khéach hang chiu trach nhiém d6i véi toan bo cac hoat dong thuc hién boi cép tai khoan nguoi

dung cua Khach hang va co trach nhiém ngay lap tirc thong bao véi MISA vé cac truy cap tréi

phép.

MISA s& khong chiu bat cir trach nhiém nao lién quan dén cac ton hai gay ra béi nguoi ding cia

Khach hang, bao gom cac canhan khdng ¢d quyén truy cap vao phan mem van co thé lay dugc

quyen truy cap do Ioi may tinh/ phan mém hoac hé thong mang noi bo caa Khach hang.

Trong pham vi cua thoa thuén nay, “Thong tin bi mét” bao gom: Dit liéu cua Khach hang, cong

nghé doc quyen caa moi bén, quy trinh nghiép vu va cac thong tin ky thuat cia phan meém, thiet

ke, va toan bd qud trinh trao doi gitra hai Bén lién quan den phan mem. Bat ké nhiing dicu da dé

cap o trén, “Thong tin bi mat” khong bao gom céc thong tin ma:

a. Puoc cong chiing biét téi hodc da pho bién trén phuong tién truyén thong.

b. " DPugc biét toi trong nganh trude khi tiét 16.

c. . Puogc cong ching biét téi khong phai do 16i cia bén nhan thong tin.

d. -~ Dir lidu téng hop trong d6 khong chira bat ky thong tin ¢4 nhan hodc thong tin nao cu thé cua
Khéch hang.

Khéch hang va MISA ciing ddng y rang:

a. Thuc hién cac bién phap can thiét dé giit bi mat cho tat ca cac “Thong tin bi mat”.

b. Khong sao chép, cung cép, chuyén giao mét phan hay toan bo “Thong tin bi mat” cho bat ky
bén thur ba khi chua c6 sy chap thuén ctia bén c6 quyén so hitu déi voi “Thong tin bi mat”.

c. Khong st dung “Thong tin bi mat” ma hai Bén da cung cép chonhau phuc vu cho cac muyc
dich khac ngoai mue dich thuc hién théa thuan nay.

Khach hang chap thuan va dong y rang Khach hang cho phép MISA duoc phép thu thap, chuyén

giao, xur 1y va luu trir cac dir liéu Khach hang va cac dit liéu ca nhan ma Khach hang c¢6 dé phuc

vu cho viéc thuc hién cac dieu khoan cua Thoa thuan nay. Khach hang cling dam bao rang cac

théng tin ma Khach hang dang ky vai MISA dé su dung phan mém la chinh xéc.

Khach hang dong y cho M ISA phan tich, thdng ké cac dir licu dé duara cac thong tin dy bao \{é

tinh hinh chung va cong bo d liéu céng khai cho cong dong hoac cung cap cho bén thir ba bat
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ky. Céc dit ligu cong bo nay hoan toan khong c6 thong tin chi tiét lién quan dén dix liéu va Khach
hang hoac cé anh hudng dén bi mat kinh doanh cua Khéach hang.

Diéu 15:

Thoéng bao

Trong qué trinh sir dung, Khach hang dong y nhan cac thng tin/thdng béao do MISA giri vai noi dung va
phuong thirc nhu sau:

15.1  Nbi dung céc théng béo bao gém nhung khong gidi han béi céc loai thong tin nhu sau:

a.
b.
c
d

Théng tin Vé cac tinh ning mai cua phan mém:;
Théng tin'vé cac phién ban mai cua phan mém;
Théng tin vé cac phan mém ¢6 lién quan;

Thdng tin vé noi dung cac bai bao hoac ban tin ma MISA cho rang cé thé hitu ich cho Khach
hang trong qué trinh hoat dong.

15.2 Phuong thic gui thong bao bao gom nhung khong gidi han béi cac hinh thirc sau:

Diéu 16:

@ -~ o a o T @

Théng béo truc tiép trén man hinh phan mém:

Thong bao qua email;

Théng bao qua tin-nhén trén dién thoai di dong;

Thong bao qua dién thoai;

Thong bao qua van ban;

Théng bao bang cach gap trao doi truc tiép;

Cac hinh thtrc théng bao khac phu hop theo quy dinh cua phép luat Viét Nam.
Sw kién Bat kha khang

16.1 ~ Dinh nghia vé su kién Bat kha khang: Thién tai, dong dt, 1& lut, bao lut, hoa hoan, chay nd, gid
16c, chién tranh, tin tac tan cong, dich bénh, phong toa, cach ly x& hoi, dinh cong, hanh dong cua
bat ky Co quan c6 tham quyén nao cua Nha nwéc, mat dién trén dién rong hoac bat ky nguyén
nhan nao khic virot ngoai kha nang kiém soat hop 1y cua cac hoac mdi bén trong Thoa thuan nay,
va cac su kién khac theo quy dinh cua phap luat Viét Nam.

16.2  Théng béo su kién Bat kha khang:

a.

Néu mét trong hai Bén vi diéu kién bat budc khdng thé thuc hién mét phan hoic toan b trach
nhiém, cong viéc caa minh do sy kién Bat kha khang thi trong vong 14 ngay sau khi su ¢6
xay ra, bén chiu anh huong phai thong bao cho bén kia bang van ban chi tiét toan bo sy viéc
cua sy kién Bat kha khang.

Bén gap phai sy ¢6 s& duoc mién cho viéc thuc hién cong viéc thude nghia vu trong thoi gian
ma tinh trang Bat kha khang can tré cong viéc thuc hién cia minh.

16.3  Tréch nhiém cua hai Bén khi c6 sukién Bat kha khéang:

a.

Viéc mot bén khong hoan thanh nghia vy ciia minh do sy kién Bat kha khang s& khong phai
1a co so dé bén kia cham dut Thoa thuan, trir khi phap luat Viét Nam c6 quy dinh khéc. Trong
truong hop xay ra su kién Bat kha khang, thoi gian thuc hién Thoa thuan s& duoc kéo dai
bang thoi gian dién ra sy kién Bat kha khang.
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b. Céactinh huépg va hoan canh khac c6 anh hudng tei viec thuc hién Thoa thuan nay khong coi
la sy ki¢n Bat kha khang ngoai trir khi ca hai Bén cing ban bac va dong thuan ky ket thanh
van ban bo sung trong d6 ghi nhan tinh huong va hoan canh d6 dugc coi nhu la Bat kha
khéng.

c. Viéc mot bén chdm dirt Thoa thuan do sy kién Bat kha khang khng mién trir nghia vu cua
bén d6 da phat sinh trudc thoi diém co su kién Bat kha khéang.

Piéu 17: Han ché

Trir khi dugc quy dinh r6 rang trong Thoa thuan nay, Khéach hang sé khéng:

() sao chép, sira doi, diéu chinh hogc tao cac san pham phai sinh tir bat ky phan nao cua phan
mem;

(b) thug, cho thué, phan phéi, ban, cap phép lai, chuyén giao hodc cung cap quyen truy cap vao
phan mem cho bén thi ba;

(c) st dung phan mém vi loi ich cua bat ky bén thir ba nao ma anh hudng dén MISA;

(d) két hop phan mém vao san pham hogc phan mém, phan mém khac ma Khéach hang cung cp
cho bén thtr ba lam anh hudng dén MISA,;

(e) can thiép vao bat ky co ché khéa cap phép nao trong phan mém hoac pha v céc co ché trong
phan mém nham han ché viéc st dung cua ban;

(f) ky thuat dao ngugc, thao roi, dich ngugc, dich, hoac tim cach ldy hozc thu m4 ngudn, y tuéng
co ban, thuat toan, dinh dang tép caa phan mem, ngoai trir trong pham vi dugc phap luat ap dung
cho phép rd rang (va chi sau khi thong bao trudc cho ching toi);

(g) loai bo hoac che khuét bat ky thong bao doc-quyén hogc thong bao nao khac cé trong phan
mem;

(h) sz dung phan mém dé phan tich canh tranh hodc dé xay dung cac san pham canh tranh;

(i) phd bién cong khai thong tin lién quan dén'hiéu suat cua phan‘'mem; hoac

(i) khuyén khich hoac hé tro bat ky bén thit ba nao thuc hién bat ky diéu nao ¢ trén.

Picu 18: Theoi han hiéu lwc va Cham dit Théa thuan

18.1.

18.2.

18.3.

Thoa thuan c6 higu luc ké tir khi Khéch hang tich chon vao 6 “Toi dong y véi Thoa thuan sir dung
phan mém” cho den khi phan mem MISA eSign bi Thu hoi hogc cac bén Cham dut Thoa thuan
theo Khoan 18.2 biéu nay.

Cham durt Thoa thuan khi xay ra mét trong cac truong hop sau:

a.  Khi cac bén hoan thanh thi tuc Thu hdi phan mém va Khéach hang da thanh toan day du Phi
phan mém theo quy dinh ciing nhu hoan thanh day du cac nghia vu cua minh trong Thoa
thuan nay.

b. Khi MISA don phuong Thu-hdi phan mém do Khach hang khong thanh toan Phi phan mém
du va dung thoi han hoac khi Khach hang vi pham nghia vu khac tai Thoa thuan nay.

C. Xay ra truong hop Bat kha khang va cac Bén dong y cham dit Thoa thuan bang van ban.

Cac Djéu 12,13, 14, 17, va cac Khoan 19.1, 19.3, 19.4, 19.5 va 19.6 cua Diéu 19 cua Thoa thuan

nay tiep tuc co hiéu luc sau khi xay ra bat ky truong hop Cham dut Théa thuan nao theo Khoan

18.2 bicu nay.
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Piéu 19: Piéu khoan chung

19.1
19.2

19.3

19.4

19.5

19.6

Thoa thuan nay duoc diéu chinh boi phap luat Viét Nam.
Diéu khoan sira di, bd sung thoa thuan:

a. MISA co quyén sira di, bo sung cac diéu khoan trong thoa thuan st dung phan mém va duoc
cong bo trén website https://esign.misa.vn va trén phan mém MISA eSign.

b.  Truong hop Khach hang khong df}ng y V6i céc diéu khoan stra dbi, b6 sung d6, Khach hang
6 thé thuc hiéncac thu tuc Thu hoi phan mém hoac Cham dat Thoa thuan theo quy dinh caa
Thoa thuan nay.

Khach hang khong duoc phép chuyén nhuong quyén loi va nghia vu ctia Thoa thuan nay cho bat
ctr bén thir ba nao khac ma khong c6 sy chap thuan bang van ban caa MISA.

Viéc mot trong cac diéu khOap thuoc Thoa thuan nay bi coi la v6 hiéu hay khong thé thyuc hién
dugc khdng lam anh huong dén hiéu luc va kha nang thuc hién cua cac dieu khoan con lai trong
Thoa thuan nay.

Hai Bén cam két thuc hién day du cac diéu khoan di thoa thuan trong Théa thuan, trong qué trinh
thuc hién néu co vuéng mac phat sinh hai Bén kip thoi thong bao cho nhau dé cling giai quyét.

Moi tranh chap phét sinh giira hai Bén lién quan dén Thoa thuan (neu ¢6) trudc hét duoc giai
quyét thong qua thuong luong Néu tranh chap khong thé giai quyet bang thuong luong thi mot
trong hai Bén ¢6 quyén yéu cau dura viéc tranh chap ra Toa an c6 tham quyén dé giai quyét. Quyét
dinh ctia Toa an la quyét dinh cudi cting.
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